From: Weber, Lon on behalf of CNRHelpDesk

Sent: Wednesday, September 09, 2009 9:25 AM
To: CNRHelpDesk

Subject: Yet Another Phishing Attempt
Importance: High

Hello CNR,

| know that you have all seen plenty of phishing attempts and are all experts in recognizing them by now.
However, there seems to be a new one that is pretty well done so | thought it was note worthy. I've pasted
the contents below just so you will know it if appears in your Inbox.

REMEMBER — NEVER GIVE OUT YOUR PASSWORD!! Thanks. Lon.

*** Latest Phishing Email ***

Attn: Faculty,Staff and Students.

This message is from Virginia Tech Customer Support Center (4Help) to all Virginia Tech Webmail account
owners.

We noticed that the Webmail account has been compromised by spammers. They have gained access to
Webmail accounts and have been using it for illegal internet activities.

The Customer Support Center (4Help) is currently performing maintenance and upgrading it's database. We
intend upgrading our Email Security Server for better online services.

It is strongly recommended you send us, (4Help) your account information immediately to enable Help Desk
reset your account. You will be sent a new confirmation alphanumerical password.

Please provide the following information
*PID:

*Password:

*Alternate email:

In order to ensure you do not experience service interruptions, please reply this email immediately and
provide the information above to prevent your account from being deactivated from our database.

Thank you for using our online services.
Webmail Adminstrator.

Help Desk to all Webmail account owners.



Lon A. Weber

Computer Systems Senior Engineer

College of Natural Resources

Virginia Tech

540-231-3277 (Monday-Tuesday, Thursday-Friday)
540-231-4962 (Wednesday)

fax: 540-231-7664



