From: Weber, Lon on behalf of CNRHelpDesk

Sent: Wednesday, October 21, 2009 10:05 AM
To: CNRHelpDesk

Subject: FW: Phish bot

Importance: High

Hello CNR,

Please see message below. This one does a real good job mimicking VT's webmail interface if
you click on the link in the message. If you have already fallen victim to this CALL 4-4357
(4help) immediately and have your PID password reset! I'm including a sample email below
also so you can see the actual message. Thanks. Lon.

Lon A. Weber

Director of IT, College of Natural Resources Virginia Tech
540-231-3277 (Monday-Tuesday, Thursday-Friday)
540-231-4962 (Wednesday)

fax: 540-231-7664

----- Original Message-----

From: Support for Support Discussion List [mailto:TECHSUPPORT@listserv.vt.edu] On Behalf Of
Worrell, 3John

Sent: Wednesday, October 21, 2009 9:53 AM

To: TECHSUPPORT@LISTSERV.vt.edu

Subject: Phish bot

A well designed phish is making the rounds at Virginia Tech. Warn the people in your office
that if they get anything from vata-vm.com (http://www.vata-vm.com/vt.edu-login.html), not to
click on it and login. It looks as if they will be longing in to Virginia Tech webmail.

John Worrell

-------- Original Message that contains the link that points to the www.vata-vm... Site that
John's message refers to -------- -
Subject: Information Technology - Account Upgrade Notification

Date: Wed, 21 Oct 2009 14:26:31 +1000
From: VT WebMail Service. <message-center@vt.edu>

To: Undisclosed recipients: ;

This is to inform you that your email address is about to be closed.

click on the link below in order to upgrade your webmail service so as to avoid your account
from being suspended :

Click here

Account Reference: (0x3d.0x38.0x4e.0xcf)



Please do not reply to this email. This mailbox is not monitored and you will not receive a
response.



