From: CNREHelpDesk

To: CNREHelpDesk

Subject: Phishing Alert: FW: New Phishing Email
Date: Tuesday, December 13, 2011 5:44:46 PM
Importance: High

Hello CNRE,

This is just a heads up. There's a pretty well worded phishing email about "Payroll Logs" making its
rounds at Tech and it appears to download malware if the links within the email are clicked on. Please
see the note below from the VT IT Security Office for more information. Thanks. Lon.

Lon A. Weber, Director of IT

College of Natural Resources and Environment, Virginia Tech
216C Cheatham Hall

Blacksburg, VA 24061

Phone: 540-231-3277 Fax: 540-231-7664

http://it.cnre.vt.edu

----- Original Message-----

From: Support for Support Discussion List [mailto: TECHSUPPORT@listserv.vt.edu] On Behalf Of Nicolas
Pachis

Sent: Tuesday, December 13, 2011 5:04 PM

To: TECHSUPPORT@LISTSERV.vt.edu

Subject: New Phishing Email

As a reminder please alert all of your faculty and staff to not click on
links in emails that could be considered unsolicited or suspicious.

At approximately 4:30 today a well worded phishing email about "Payroll
Logs" made its way through campus and a noticeable amount of machines
appeared to download a malicious toolkit. Remind your users to be vigilant.

Thanks,

Nicolas Pachis, GIAC-GCIH(Gold), GSEC, GPEN, GWAPT
IT Security, 1300 Torgersen Hall

Virginia Polytechnic Institute and State University
npachis@vt.edu

http://www.security.vt.edu
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