From: Weber, Lon

To: “cnre_faculty_staff-g@vt.edu”
Subject: FW: CALS IT: Phishing warning

Date: Wednesday, June 29, 2016 2:36:00 PM
Importance: High

Hello CNRE,

See the note below from CALS IT.

Lon

Lon A. Weber, Director of IT

College of Natural Resources and Environment (MC0324)
Cheatham Hall, RM 216C, Virginia Tech

310 West Campus Drive

Blacksburg, VA 24061

Phone: 540-231-3277 Fax: 540-231-7664
http://it.cnre.vt.edu

Begin forwarded message:

From: Ag Help Desk <aghelp@vt.edu>
Date: June 29, 2016 at 2:27:48 PM EDT

To: "cals-system-g@vt.edu" <cals-system-g@vt.edu>
Subject: CALS IT: Phishing warning

Faculty and Staff:

See below; this is an attempt to get your username and password. If you have clicked on the link and
supplied your credentials, you need to change your password immediately. The link requested your
Google credentials, so that is the password you will need to change. If you re-use passwords, you should
change any account that uses the password you supplied.

You can change your passwords here: https://vt4help.service-now.com/kb_view.do?

sysparm_article=KB0010084
If you have any questions, please contact the Ag Help Desk, aghelp@vt.edu, 540-231-4865

CALSIT
Ag Help Desk: (540) 231-4865 142 Smyth Hall (0365)
Ag Help Desk E-mail: aghelp@vt.edu Blacksburg, VA 24061

Fax: (540) 231-3857
http://it.cals.vt.edu/TechSupport/HelpDesk

Example Phishing attempt:

From: John Fike [mailto:jfike@vt.edu]
Sent: Wednesday, June 29, 2016 12:57 PM

Subject: SHARED MESSAGE FROM JOHN FIKE
John Fike has shared the following PDF:
Secured File Via Google Drive

Open

Google Drive: Have all your files within reach from any device.

© 2016 Google Drive

John Fike, Ph. D.

Forage-Livestock and Biofuels Research
Crop and Soil Environmental Sciences
365 Smyth Hall, Virginia Tech

185 Ag Quad Lane

Blacksburg, VA 24061

jfike@vt.edu
PH: 540/231-8654
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Fax: 540/231-3431

You have received this email because you're subscribed to cals-system-g@vt.edu. All VT
employees in CALS will be automatically added to cals-system-g@vt.edu.

For more information on CALS and VCE Google Groups, see
https://info.ag.vt.edu/groups/index.html.
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